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ABSTRACT

This paper proposes to automate the process of predicting crypto-operations from the power signal generated in RSA
decoding process by frequency analysis and K-means algorithm. RSA decoding process is divided into square and multiply
operation, and if we can predict the type of operations over time, we will know the RSA key value. After converting the
power signal generated in the process of decoding into two-dimensional frequency signal, this paper used K-means algorithm
to classify the frequency vector according to the type of operation. these classified frequency vector were used to predict the
types of operations.
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Modular Exponentiation

input:C.n.d=(b, _...b;by)
output: P= Cmod N

P=1

k=n-1

for k — n-1 to 0:
P = P'P mod N square operation
if(b,== 1):

P= C*P mod N multiply operation
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Table 1. Comparison between our method and (5)

(5] Our method
Algorithm MCMC K-means
Feature raw signal STEFT
Dimension 1 12,500
of feature
fixecution 1) 76 5.43
time(s)
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V. Discussion
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Table. 2. DTW distance from the ground truth operation and the predicted operation according to the
various frame lengths. DTW distance is defined as the distance traveled to the right and up.

Frame length 0_16_10 0_16_100 0_16_500 0_32_10 0_32_100 0_32_500
5e-6(s) 8 2 71 27 3 2
le-5(s) 6 2 1 5 2 3
3e-5(s) 0 1 0 2 0 4
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